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Abstract

Thispaperdescribesthemotivation,design,internalim-
plementationof Linux Virtual Server. Thegoalof Linux
Virtual Server is to provide a basicframework to build
highlyscalableandhighlyavailablenetworkservicesus-
ing a large clusterof commodityservers. The TCP/IP
stackof Linux kernelis extendedto supportthreeIP load
balancingtechniques,which canmake parallelservices
of differentkinds of server clustersto appearasa ser-
vice on a single IP address.Scalability is achieved by
transparentlyaddingor removing a nodein the cluster,
and high availability is provided by detectingnodeor
daemonfailuresandrecon�guring thesystemappropri-
ately.

1 Intr oduction

With the explosive growth of the Internet, Internet
serversmustcopewith greaterdemandsthanever. The
potentialnumberof clients that a server must support
hasdramaticallyincreased,somehot siteshave already
received hundredsof thousandsof simultaneousclient
connections.With the increasingnumberof usersand
the increasingworkload,companiesoften worry about
how their systemsgrow over time. Furthermore,rapid
responseand 24x7 availability are mandatoryrequire-
mentsfor the mission-criticalbusinessapplications,as
sitescompetefor offering usersthe bestaccessexpe-
rience. Therefore,the requirementsfor hardware and
softwaresolutionto supporthighly scalableandhighly
availableservicescanbesummarizedasfollows:

� Scalability, whentheloadofferedto theservicein-
creases,systemcanbe scaledto meetthe require-
ment.

� 24x7 availability , the serviceasa whole mustbe
available24x7,despiteof transientpartialhardware

andsoftwarefailures.

� Manageability, althoughthewholesystemmaybe
physicallylarge,it shouldbeeasyto manage.

� Cost-effectiveness, thewholesystemmustbeeco-
nomicalto afford andexpand.

A single server is usually not suf�cient to handlethis
aggressively increasingload. Theserverupgradingpro-
cessis complex, andtheserver is a singlepoint of fail-
ure. Thehigherendtheserver is upgradedto, themuch
highercostwe have to pay.

Clustersof servers, connectedby a fast network, are
emerging as a viable architecturefor building highly
scalableand highly available services. This type of
looselycoupledarchitectureis morescalable,morecost-
effective andmorereliablethana tightly coupledmul-
tiprocessorsystem. However, a numberof challenges
mustbeaddressedto make a clusterof serversfunction
effectively for scalablenetwork services.

Linux Virtual Server [22] is our solutionto therequire-
ments. Linux Virtual Server is a software tool that di-
rectsnetwork connectionsto multiple serversthatshare
their workload,which canbe usedto build highly scal-
ableandhighly availableservices.Prototypesof Linux
Virtual Server have alreadybeenusedto build many
sitesof heavy load on the Internet,suchasLinux por-
tal www.linux.com, sourceforge.netand UK National
JANET WebCacheServices.

Linux Virtual Server directsnetwork connectionsto the
differentserversaccordingto schedulingalgorithmsand
makesparallelservicesof theclusterto appearasa vir-
tual serviceon a singleIP address.Client applications
interactwith theclusterasif it werea singleserver. The
clients are not affectedby interactionwith the cluster
anddonotneedmodi�cation. Scalabilityis achievedby
transparentlyaddingor removing a nodein the cluster.
High availability is providedby detectingnodeor dae-
monfailuresandrecon�guringthesystemappropriately.



2 SystemAr chitecture Overview

In thissectionwepresentasystemarchitecturefor build-
ing highly scalableand highly available network ser-
viceson clusters.The three-tierarchitectureof LVS il-
lustratedin Figure1 includes:

� Load balancer, is the front end to the serviceas
seenby the outsideworld. The load balancerdi-
rectsnetwork connectionsfrom clientswho know
a singleIP addressfor services,to a setof servers
thatactuallyperformthework.

� Server pool, consitsof a clusterof serversthatim-
plementtheautualservices,suchasweb,ftp, mail,
dns,andsoon.

� Backend storage, providesthe sharedstoragefor
theservers,sothatit is easyfor serversto keepthe
samecontentandprovidethesameservices.

Figure1: The3-tierArchitectureof Linux Virtual Server

The load balancerhandlesincomingconnectionsusing
IP loadbalancingtechniques,it selectsserversfrom the
server pool, maintainsthe stateof concurrentconnec-
tions and forwards packets, and all the work is per-
formedinsidethekernel,so that thehandlingoverhead
of theloadbalanceris low. Therefore,theloadbalancer
can handlemuch larger numberof connectionsthan a
generalserver, thusa loadbalancercanschedulea large

numberof serversandit will not bea bottleneckof the
wholesystemsoon.

Theservernodesin theabovearchitecturemayberepli-
catedfor eitherscalabilityorhighavailablity. Scalability
is achievedby transparentlyaddingor removing a node
in thecluster. Whentheloadto thesystemsaturatesthe
capacityof existingservernodes,moreservernodescan
be addedto handlethe increasingworkload. Sincethe
dependenceof mostnetwork servicesis oftennot high,
theaggregateperformanceshouldscalelinearlywith the
numberof nodesin thesystem,beforetheloadbalancer
becomesanew bottleneckof thesystem.Sincethecom-
modity serversareusedasbuilding blocks,the perfor-
mance/costratioof thewholesystemisashighasthatof
commodityservers.

One of the advantagesof a clusteredsystemis that it
hashardwareandsoftwareredundancy. High availabil-
ity canbe provided by detectingnodeor daemonfail-
uresandrecon�guring the systemappropriatelyso that
theworkloadcanbetakenover by theremainingnodes
in the cluster. We usually have cluster monitor dae-
monsrunningon theloadbalancerto monitorthehealth
of server nodes,if a server nodecannotbe reachedby
ICMP ping or thereis no responseof theservicein the
speci�edperiod,themonitorwill remove or disablethe
server in the schedulingtable of the load balancer, so
thattheloadbalancerwill notschedulenew connections
to the failed oneandthe failure of server nodescanbe
masked.

Now, the load balancermay becomea single failure
pointof thewholesystem.In orderto preventthefailure
of theloadbalancer, we needsetupabackupof theload
balancer. Two heartbeatdaemonsrunontheprimaryand
the backup,they heartbeatthe healthmessagethrough
heartbeatchannelssuchasserialline andUDP periodi-
cally. Whentheheartbeatdaemonon thebackupcannot
hearthehealthmessagefromtheprimaryin thespeci�ed
time, it will useARP spoo�ng (gratutiousARP) to take
over thevirtual IP addressto providetheload-balancing
service. When the primary recovers from its failure,
therearetwo methods.Oneis thattheprimarybecomes
to thebackupof thefunctioningloadbalancer;theother
is that thedaemonreceivesthehealthmessagefrom the
primaryandreleasesthevirtual IP address,andthepri-
marywill take over thevirtual IP address.However, the
failoveror thetakeoverof theprimarywill causethees-
tablishedconnectionin thestatetablelost in thecurrent
implementation,which will requirethe clients to send
their requestsagain.



Thebackendstorageis usuallyprovidedby is distributed
fault-tolerant�le systems,suchasGFS[16], Coda[1]
or Intermezzo[5]. Thesesystemsalsotakecareof avail-
ability andscalabilityissueof �le systemaccesses.The
server nodesaccessthedistributed�le systemlike a lo-
cal �le system.However, multiple identicalapplications
runningon differentserver nodesmay accessa shared
resourceconcurrently, any con�itcing actionby theap-
plications must be reconciledso that the resourcere-
mains in a consistentstate. Thus, there needsa dis-
tributedlockmanager(internalof thedistributed�le sys-
temor external)sothatapplicationdeveloperscaneasily
programto coordinateconcurrentaccessof applications
runningondifferentnodes.

3 IP Load Balancing Techniques

Sincethe IP loadbalancingtechniqueshave goodscal-
ability, we patch the Linux kernel (2.0 and 2.2) to
supportthreeIP load balancingtechniques,LVS/NAT,
LVS/TUN and LVS/DR. The box running Linux Vir-
tualServeractasaloadbalancerof networkconnections
from clientswhoknow a singleIP addressfor a service,
to asetof serversthatactuallyperformthework. In gen-
eral, realserversareidential, they run thesameservice
and they have the sameset of contents. The contents
areeitherreplicatedon eachserver's local disk, shared
on a network �le system,or servedby a distributed�le
system.We call datacommunicationbetweena client's
socket and a server's socket connection, no matter it
talksTCPor UDP protocol. The following subsections
describetheworking principlesof threetechniquesand
their advantagesanddisadvantages.

3.1 Linux Virtual Server via NAT

Dueto theshortageof IP addressin IPv4 andsomese-
curity reasons,moreandmorenetworks useprivateIP
addresseswhich cannotbe usedon the Internet. The
needfor network addresstranslationariseswhenhosts
in internalnetworkswantto accessor to beaccessedon
the Internet. Network addresstranslationrelieson the
fact that the headersof packetscanbe adjustedappro-
priatelysothatclientsbelievethey arecontactingoneIP
address,but serversatdifferentIP addressesbelievethey
arecontacteddirectly by theclients.This featurecanbe
usedto build a virtual server, i.e. parallelservicesat the
differentIP addressescanappearasa virtual serviceon
a singleIP address.

Figure2: Architectureof LVS/NAT

The architectureof Linux Virtual Server via NAT is il-
lustratedin Figure2. Theloadbalancerandrealservers
areinterconnectedbyaswitchorahub. Thework�o w of
LVS/NAT is asfollows: Whena useraccessesa virtual
serviceprovidedby the server cluster, a requestpacket
destinedfor virtual IP address(the IP addressto accept
requestsfor virtual service)arrivesat the loadbalancer.
Theloadbalancerexaminesthepacket'sdestinationad-
dressandport number, if they arematchedfor a virtual
serviceaccordingto the virtual server rule table,a real
server is selectedfrom theclusterby a schedulingalgo-
rithm, and the connectionis addedinto the hashtable
which recordsconnections. Then, the destinationad-
dressandtheport of thepacket arerewritten to thoseof
the selectedserver, and the packet is forwardedto the
server. Whenan incomingpacket belongsto an estab-
lished connection,the connectioncan be found in the
hashtableandthepacketwill berewrittenandforwarded
to the right server. Whenresponsepacketscomeback,
the load balancerrewrites the sourceaddressand port
of the packets to thoseof the virtual service. Whena
connectionterminatesor timeouts,theconnectionrecord
will beremovedin thehashtable.

3.2 Linux Virtual Server via IP Tunneling

IP tunneling(IP encapsulation)is a techniqueto encap-
sulateIP datagramwithin IP datagram,which allows
datagramsdestinedfor oneIP addressto bewrappedand
redirectedto anotherIP address.This techniquecanbe
usedto build a virtual server that the loadbalancertun-



nelstherequestpacketsto thedifferentservers,andthe
serversprocesstherequestsandreturntheresultsto the
clientsdirectly, thustheservicecanstill appearasa vir-
tual serviceona singleIP address.

Figure3: Architectureof LVS/TUN

The architectureof Linux Virtual Server via IP tunnel-
ing is illustratedin Figure3. Thereal serverscanhave
any realIP addressin any network, andthey canbegeo-
graphicallydistributed,but they mustsupportIP tunnel-
ing protocolandthey all haveoneof their tunneldevices
con�guredwith VIP.

The work�o w of LVS/TUN is the same as that of
LVS/NAT. In LVS/TUN, theloadbalancerencapsulates
thepacketwithin anIP datagramandforwardsit to ady-
namicallyselectedserver. Whentheserver receivesthe
encapsulatedpacket,it decapsulatesthepacketand�nds
theinsidepacket is destinedfor VIP thatis on its tunnel
device,soit processestherequest,andreturnstheresult
to theuserdirectly.

3.3 Linux Virtual Server via Dir ect Routing

ThisIP loadbalancingapproachis similarto theoneim-
plementedin IBM' s NetDispatcher. Thearchitectureof
LVS/DRis illustratedin Figure4. Theloadbalancerand
the real serversmusthave oneof their interfacesphys-
ically linkedby anuninterruptedsegmentof LAN such
asa HUB/Switch. The virtual IP addressis sharedby
realserversandthe loadbalancer. All realservershave
their loopbackaliasinterfacecon�guredwith thevirtual

IP address,andthe load balancerhasan interfacecon-
�gured with the virtual IP addressto acceptincoming
packets.

Figure4: Architectureof LVS/DR

The work�o w of LVS/DR is the same as that of
LVS/NAT or LVS/TUN. In LVS/DR, the load balancer
directly routesa packet to the selectedserver, i.e. the
loadbalancersimply changestheMAC addressof data
frame to that of the server and retransmitsit on the
LAN. When the server receives the forwardedpacket,
the server �nds that the packet is for the addresson its
loopbackalias interfaceand processesthe request,�-
nally returnsthe result directly to the user. Note that
real servers' interfacesthat arecon�gured with virtual
IP addressshouldnotdoARPresponse,otherwisethere
would bea collision if the interfaceto acceptincoming
traf�c for VIP andtheinterfacesof realserversarein the
samenetwork.

Table 1: the comparisonof LVS/NAT, LVS/TUN and
LVS/DR

LVS/NAT LVS/TUN LVS/DR
Server any tunneling non-arpdev

server network private LAN/WAN LAN
server number low (10˜20) high (100) high (100)
server gateway loadbalancer own router own router

3.4 Advantagesand Disadvantages

Thecharacteristicsof threeIP loadbalancingtechniques
aresummarizedin Table1.



� Linux Virtual Server via NAT

In LVS/NAT, realserverscanrunany operatingsys-
temthatsupportsTCP/IPprotocol,andonly oneIP
addressis neededfor the loadbalancerandprivate
IP addressescanbeusedfor realservers.

Thedisadvantageis thatthescalabilityof LVS/NAT
is limited. The load balancermay be a bottleneck
of the whole systemwhen the numberof server
nodesincreaseto around20 which dependson the
throughoutof servers,becausebothrequestandre-
sponsepacketsneedto berewrittenby theloadbal-
ancer. Supposingtheaveragelengthof TCPpack-
ets is 536 Bytes and the averagedelay of rewrit-
ing a packet is around60uson thePentiumproces-
sor (this canbe reduceda little by usingof faster
processor),the maximumthroughoutof the load
balanceris 8.93 Mbytes/s. The load balancercan
schedule15 servers if the averagethroughoutof
realserversis 600KBytes/s.

� Linux Virtual Server via IP tunneling

For most Internetservices(suchas web service)
that requestpackets are often short and response
packets usually carry large amount of data, a
LVS/TUN load balancermay scheduleover 100
generalreal serversandit won't be thebottleneck
of the system,becausethe load balancerjust di-
rectsrequeststo the serversand the serversreply
theclientsdirectly. Therefore,LVS/TUN hasgood
scalability. LVS/TUN canbe usedto build a vir-
tual server that takeshugeload,extremelygoodto
build avirtual proxyserverbecausewhentheproxy
serversreceive requests,they canaccessthe Inter-
netdirectly to fetchobjectsandreturnthemto the
clientsdirectly.

However, LVS/TUN requiresservers support IP
Tunnelingprotocol. This featurehasbeentested
with servers running Linux. Sincethe IP tunnel-
ing protocolis becomingastandardof all operating
systems,LVS/TUN shouldbeapplicableto servers
runningotheroperatingsystems.

� Linux Virtual Server via Dir ectRouting

LikeLVS/TUN,aLVS/DRloadbalancerprocesses
only the client-to-server half of a connection,and
the responsepacketscan follow separatenetwork
routesto theclients. This cangreatlyincreasethe
scalabilityof virtual server.

Comparedto LVS/TUN,LVS/DRdoesn't havetun-
nelingoverhead, but it requirestheserver OShas
loopbackalias interface that doesn't do ARP re-
sponse,the load balancerandeachserver mustbe

directly connectedto oneanotherby a singleunin-
terruptedsegmentof a local-areanetwork.

3.5 Implemention Issues

Thesystemimplementationof Linux Virtual Serveris il-
lustratedin Figure5. The“VS Schedule& ControlMod-
ule” is themainmoduleof LVS, it hookstwo placesatIP
packettraversinginsidekernelin orderto grab/rewriteIP
packetsto supportIP loadbalancing.It looksupthe“VS
Rules” hashtablefor new connections,andchecksthe
“ConnectionHashTable” for establishedconnections.
The “IPVSADM” user-spaceprogramis to administra-
tor virtual servers,it usessetsockopt functionto modify
the virtual server rules inside the kernel, and readthe
virtual server rulesthrough/proc�le system.

Figure5: Implementationof LVS

The connectionhash table is designedto hold mil-
lions of concurrentconnections,and eachconnection
entry only occupies128 byteseffective memoryin the
load balancer. For example, a load balancerof 256
Mbytes free memorycan have two million concurrent
connections. The hashtable size can be adaptedby
usersaccordingto their applications,and the client �

����������	
���
��������������������������� is usedashashkey so that
hashcollision is very low. Slow timer is ticked every
secondto collectstaleconnections.

LVS implementsICMP handling for virtual services.
TheincomingICMP packetsfor virtual serviceswill be
forwardedto theright real servers,andoutgoingICMP
packetsfrom virtual serviceswill bealteredandsentout
correctly. This is importantfor error andcontrol noti-
�cation betweenclientsandservers,suchas the patch
MTU discovery.

LVS implementsthree IP load balancingtechniques.



They can be used for different kinds of server clus-
ters, and they can also be used togetherin a single
cluster, for example, packets are forwarded to some
serversthroughLVS/NAT method,someserversthrough
LVS/DR, and somegeographicallydistributed servers
throughLVS/TUN.

4 ConnectionScheduling

We have implementedfour schedulingalgorithmsfor
selecting servers from the cluster for new connec-
tions: Round-Robin,Weighted Round-Robin,Least-
ConnectionandWeightedLeast-Connection.The �rst
two algorithmsareself-explanatory, becausethey don't
have any load informationaboutthe servers. The last
two algorithmscountactiveconnectionnumberfor each
serverandestimatetheir loadbasedonthoseconnection
numbers.

4.1 Round-Robin Scheduling

Round-robinschedulingalgorithm directs the network
connectionsto the differentservers in the round-robin
manner. It treatsall realserversasequalsregardlessof
numberof connectionsor responsetime. Although the
round-robinDNS works in this way, therearequitedif-
ferent.Theround-robinDNSresolvesthesingledomain
to thedifferentIP addresses,theschedulinggranularity
is perhost,andthecachingof DNShinderthealgorithm
take effect, which will leadto signi�cant dynamicload
imbalanceamongtherealservers.Theschedulinggran-
ularity of virtual server is perconnection,andit is more
superiorto the round-robinDNS dueto �ne scheduling
granularity.

4.2 WeightedRound-Robin Scheduling

The weightedround-robinschedulingcantreatthe real
serversof differentprocessingcapacities.Eachserver
can be assigneda weight, an integer that indicatesits
processingcapacity, thedefault weight is 1. The WRR
schedulingworksasfollows:

Assuming that there is a list of real servers � �

�

���

�

���

���	�	� �

��
�����
 , an index � is the lastselectedserver
in � , the variable 	�� is currentweight. The variable �

is initialized to ��� and 	�� is initialized to zero. If all

���

��������� , thereareno availableservers,all thecon-
nectionfor virtual serveraredropped.

while (1) {
i = (i + 1) mod n;
if (i == 0) {

cw = cw - 1;
if (cw <= 0) {

set cw the maximum weight of S;
if (cw == 0) return NULL;

}
}
if (W(Si) >= cw) return Si;

}

In theWRR scheduling,all serverswith higherweights
receives new connections�rst and get more connec-
tionsthanserverswith lowerweights,serverswith equal
weightsget an eaqualdistribution of new connections.
For example, the real servers A,B,C have the weights
4,3,2respectively, thentheschedulingsequencecanbe
AABABCABC in a schedulingperiod(mod sum(Wi)).
TheWRRis ef�cient to schedulerequest,but it maystill
leadto dynamicload imbalanceamongthe realservers
if theloadof requestsvaryhighly.

4.3 Least-ConnectionScheduling

The least-connectionschedulingalgorithm directsnet-
work connectionsto theserver with theleastnumberof
active connections.This is oneof dynamicscheduling
algorithms,becauseit needsto countactiveconnections
for eachserver dynamically. At a virtual server where
thereis acollectionof serverswith similarperformance,
theleast-connectionschedulingis goodto smoothdistri-
bution whenthe loadof requestsvary a lot, becauseall
long requestswill notbedirectedto asingleserver.

At a �rst look, the least-connectionschedulingcanalso
perform well even if servers are of variousprocessing
capacities,becausethe fasterserver will get morenet-
work connections.In fact, it cannotperformvery well
becauseof the TCP's TIME WAIT state. The TCP's
TIME WAIT is usually2 minutes,in which a busyweb
siteoftengetthousandsof connections.Forexample,the
server A is twice aspowerful astheserver B, theserver
A hasprocessedthousandsof requestsand kept them
in theTCP's TIME WAIT state,but but theserver B is
slow to getits thousandsof connections�nished andstill
receives new connections. Thus, the least-connection
schedulingcannotgetloadwell balancedamongservers
with variousprocessingcapacities.



4.4 WeightedLeast-ConnectionScheduling

The weightedleast-connectionschedulingis a super-
setof the least-connectionscheduling,in which a per-
formanceweight can be assignedto eachserver. The
serverswith a higherweight valuewill receive a larger
percentageof active connectionsat any time. The vir-
tualserveradministratorcanassignaweightto eachreal
server, andnetwork connectionsarescheduledto each
server in which thepercentageof thecurrentnumberof
activeconnectionsfor eachserver is aratioto its weight.

Theweightedleast-connectionsschedulingworksasfol-
lows: supposingthereis n realservers,eachserver i has
weight

�

� (i=1,..,n)andactiveconnections� � (i=1,..,n),
all connectionnumberS is thesumof � � (i=1,..,n),the
network connectionwill be directedto the server j, in
which

�

����� � ���

�

� ��� �	�

�

�

� �	� � �
�

�

� 
 (i=1,..,n)

SincetheS is a constantin this lookup,thereis no need
to divide �

� by S, it canbeoptimizedas

�����

�

� ��� �	�

�

� ���

�

� 
 (i=1,..,n)

Sincethereis no �oats in Linux kernelmode,thecom-
parisonof �

�
�

�

�

�

�
�

�

�

� is changedto �
�
�

�

�

�

�
���

�

� becauseall weightsarelargerthanzero.

4.5 ConnectionAf�nity

Up to now, we haveassumedthateachnetwork connec-
tion is independentof every other connection,so that
eachconnectioncan be assignedto a server indepen-
dentlyof any past,presentor futureassignments.How-
ever, therearetimesthattwo connectionsfrom thesame
client must be assignedto the sameserver either for
functionalor for performancereasons.

FTPis anexamplefor a functionalrequirementfor con-
nectionaf�nity . The client establishstwo connections
to the server, one is a control connection(port 21) to
exchangecommandinformation,theotheris adatacon-
nection(usuallyport20) to transferbulk data.For active
FTP, theclient informstheserver theport that it listens
to, the dataconnectionis initiated by the server from
the server's port 20 to the client's port. Linux Virtual

Server could examine the packet coming from clients
for the port that client listensto, and createany entry
in the hashtable for the comingdataconnection. But
for passiveFTP, theservertells theclientstheport thatit
listensto, theclient initiatesthedataconnectionto that
port of the server. For theLVS/TUN andtheLVS/DR,
Linux Virtual Server is only on theclient-to-server half
connection,soit is imposssiblefor Linux Virtual Server
to get the port from the packet that goesto the client
directly.

SSL (SecureSocket Layer) is an exampleof a proto-
col that hasconnectionaf�nity betweena client anda
server for performancereasons.Whena SSL connec-
tion is made,port 443 for secureWeb serversandport
465for securemail server, akey for theconnectionmust
bechosenandexchanged.Sinceit is time-consumingto
negociateandgeneratetheSSLkey, thesuccessivecon-
nectionsfrom thesameclient canalsobegrantedby the
server in thelife spanof theSSLkey.

Our currentsolution to client af�nity is to add persis-
tentport handling. Whena client �rst accessestheser-
vice marked persistent,the load balancerwill createa
connectiontemplatebetweenthegivenclientandthese-
lectedserver, thencreateanentry for theconnectionin
the hashtable. The templateexpires in a con�gurable
time,andthetemplatewon't expireif it hasitscontrolled
connections.Before the templateexpires, the connec-
tions for any port from the client will sendto the right
serveraccordingto thetemplate.Althoughthepersistent
portmaycauseslight loadimbalanceamongserversbe-
causeits schedulinggranularityis perhost,it is a good
solutionto connectionaf�nity .

5 Cluster Management

Clustermanagementis a seriousconcernfor LVS sys-
tems of many nodes. First, the cluster management
shouldmake it easierfor systemadministratorsto setup
andmanagetheclusters,suchasaddingmoremachines
earlier to improve the throughputand replacingthem
whenthey break.Second,themanagementsoftwarecan
provide self-con�gurationwith respectto differentload
distribution andself-healwith node/servicefailure and
recovery. We presentssomerepresentative solutionsof
clustermanagementfor LVS, de�nitely theremust be
lots of othersolutions.



5.1 Piranha

Piranha[20] is the clusteringproductsfrom Red Hat
Inc., which is shippedin RedHat Linux 6.1distribution
or later. PiranhaincludestheLVS kernelpatch,cluster
monitordaemonsandGUI administrativetools.

The nanny daemonis to monitor server nodesandthe
correspondingservicesin thecluster, andthepulsedae-
monis to controlthenanny daemonsandhandlefailover
betweentwo load balancers.The pulsedaemonforks
onenanny daemonfor eachrealserver. Whenthenanny
daemoncannot receive the responsefrom the server
nodeand the servicein the speci�ed time, it will re-
move theserver from theschedulingtablein thekernel.
The nanny daemonalso adaptsserver weight with re-
spectto servernodesin orderto avoid theserver is over-
loaded.Whenthenanny �nds theserver load is higher
thannormalvalue,it will decreasetheserver weight in
theschedulingtablein thekernel,sothattheserverwill
receive lessconnections,viceversa.

5.2 lvs-gui + heartbeat+ ldir ectord

The lvs-gui [13] enablesthe con�guration of servers
running The LVS kernel patches,at this stagelvs-gui
only supportsthecon�gurationof LVS/DR.The“heart-
beat” [17] providesheartbeats(periodicalcommunica-
tion) amongserver nodes. The “ldirectord” written by
JacobRief is a daemonto monitor andadministerreal
serversin a clusterof loadbalancedvirtual servers.

Theserver failover is handledasfollows: Theldirectord
daemonis runningon theloadbalancer, andoneldirec-
torddaemonmonitorsall therealserversof avirtual ser-
vice at a regularinterval. If a realserver fails, it will be
removedfrom that list, andit will be addedbackif the
server recovers.

The load balancerfailover is processedasfollows: the
heartbeatdaemonsrunonboththeprimaryloadbalancer
andthe backup,they heartbeatthe messageeachother
throughthe UDP and/orserial line periodically. When
theheartbeatdaemonof thebackupcannothearthemes-
sagefrom the primary in the speci�ed time, it will ac-
tivate the fake [12] to take over the virtual IP address
to provide the load-balancingservice;whenit receives
themessagefrom theprimarylater, it will deactivatethe
fake to releasethe virtual IP address,and the primary
will takeover thevirtual IP address.

5.3 mon + heartbeat

The “mon” [19] is a general-purposeresourcemoni-
toring system,which can be extendedto monitor net-
work serviceavailability and server nodes. The mon
service modulessuch as fping.monitor, http.monitor,
ldap.monitorand so on can be used to monitor ser-
vices on the real servers. An alert was written to re-
move/addanentry in theschedulingtablewhile detect-
ing the server nodeor daemonis down/up. Therefore,
the load balancercan automaticallymaskservicedae-
monsor serversfailureandput theminto servicewhen
they areback. The heartbeatis usedto handlefailover
betweentwo loadbalancerstoo.

6 Alter nativeApproaches

In theclient/serverapplications,oneendis theclient,the
otherendis theserver, andtheremaybea proxy in the
middle.Basedonthisscenario,wecanseethatthereare
many waysto dispatchrequeststo aclusterof serversin
the different levels. Existing requestdispatchingtech-
niquescanbeclassi�edinto thefollowing categories:

� The client-sideapproach

Berkeley's SmartClient [21] suggeststhat theser-
vice provide an applet running at the client side.
Theappletmakesrequeststo theclusterof servers
to collect load informationof all the servers,then
choosesa server basedon that information and
forwardsrequeststo that server. The applettries
other servers when it �nds the chosenserver is
down. However, theseclient-sideapproachesare
notclient-transparent,they requiresmodi�cation of
client applications,sothey cannotbeappliedto all
TCP/IP services. Moreover, they will potentially
increasenetwork traf�c by extra queryingor prob-
ing.

� The server-sideRound-Robin DNSapproach

TheNCSAscalablewebserveris the�rst prototype
of a scalableweb server using the Round-Robin
DNS approach[14, 15, 6]. The RRDNS server
mapsa single nameto the different IP addresses
in around-robinmannersothatthedifferentclients
will accessthe different servers in the clusterfor
the ideal situationand load is distributed among
theservers. However, dueto thecachingnatureof
clientsandhierarchicalDNSsystem,it easilyleads



to dynamicloadimbalanceamongtheservers,thus
it is not easyfor a server to handleits peakload.
TheTTL(Time To Live) valueof a namemapping
cannotbewell chosenat RR-DNS,with smallval-
uestheRR-DNSwill beabottleneck,andwith high
valuesthe dynamicload imbalancewill get even
worse. Even the TTL value is set with zero, the
schedulinggranularityis per host,differentclient
accesspatternmayleadto dynamicloadimbalance,
becausesomeclients(suchasa proxy server) may
pull lots of pagesfrom thesite,andothersmayjust
surf a few pagesandleave. Futhermore,it is not so
reliable,whena server nodefails, the clientswho
mapsthenameto theIP addresswill �nd theserver
is down, and the problemstill exists even if they
press”reload” or ”refresh”buttonin thebrowsers.

� The server-sideapplication-level schedulingap-
proach

EDDIE [7] , Reverse-proxy[18] andSWEB[4] use
the application-level schedulingapproachto build
a scalablewebserver. They all forwardHTTP re-
queststo differentweb serversin the cluster, then
gettheresults,and�nally returnthemto theclients.
However, this approachrequiresto establishtwo
TCP connectionsfor eachrequest,oneis between
the client and the load balancer, the other is be-
tweenthe load balancerand the server, the delay
is high. The overheadof dealingHTTP requests
and repliesin the application-level is high. Thus
the application-level load balancerwill be a new
bottlenecksoonwhenthe numberof server nodes
increases.

� The server-sideIP-level schedulingapproaches

Berkeley's MagicRouter [3] and Cisco's Lo-
calDirector[2] usethe Network AddressTransla-
tion approachsimilar to theNAT approachusedin
Linux Virtual Server. However, the MagicRouter
doesn't surviveto beausefulsystemfor others,the
LocalDirectoris too expensive,andthey only sup-
port partof TCPprotocol.

IBM' s TCP router [9] usesthe modi�ed Network
AddressTranslationapproachto build scalableweb
server on IBM scalableParallelSP-2system.The
TCP routerchangesthe destinationaddressof the
requestpacketsandforwardsthechosenserver, that
server is modi�ed to put the TCP router address
insteadof its own addressas the sourceaddress
in the reply packets. The advantageof the modi-
�ed approachis that theTCProuteravoids rewrit-
ing of the reply packets, the disadvantageis that
it requiresmodi�cation of the kernel codeof ev-
ery server in the cluster. NetDispatcher[10] , the

successorof TCProuter, directly forwardspackets
to serversthat is con�guredwith routeraddresson
nonarp-exportedinterfaces.Theapproach,similar
to the LVS/DR in Linux Virtual Server, hasgood
scalability, but NetDispatcheris a very expensive
commercialproduct.

ONE-IP[8] requiresthatall servershave their own
IP addressesin a network andthey areall con�g-
uredwith the samerouteraddresson the IP alias
interfaces. Two dispatchingtechniquesare used,
one is basedon a central dispatcherrouting IP
packets to differentservers, the other is basedon
packetbroadcastingandlocal �ltering. Theadvan-
tageis that the rewriting of responsepackets can
be avoided. The disadvantageis that it cannotbe
appliedto all operatingsystemsbecausesomeop-
eratingsystemswill shutdown the network inter-
facewhen detectingIP addresscollision, and the
local �ltering alsorequiresmodi�cation of theker-
nel codeof server.

7 Conclusionsand Future Work

Linux Virtual Server extendstheTCP/IPstackof Linux
kernel (2.0 and 2.2) to support three IP load balanc-
ing techniques,LVS/NAT, LVS/TUN andLVS/DR.Cur-
rently, four schedulingalgorithmshave beendeveloped
to meetdifferent applicationsituations. Scalability is
achievedby transparentlyaddingor removing a nodein
the cluster. High availability is provided by detecting
nodeor daemonfailuresand recon�guring the system
appropriately. The solutionsrequireno modi�cation to
either the clientsor the servers,andthey supportmost
of TCP andUDP services.Linux Virtual Server is de-
signedfor handlingmillions of concurrentconnections.
With many opensourcedevelopmentefforts,LVS-based
systemsarebecomingeasyto use. Prototypesof LVS
have alreadybeenusedto build highly loadedreal-life
Internetsites.

Limitations of currentLVS areas follows. SinceLVS
just supportingIP load balancingtechniques,it cannot
do content-basedschedulingto differentservers,but re-
quiresthatserversprovidethesameservicessothatnew
connectionscanbeassignedto any server. Thefailover
or takeover of the primary load balancerto the backup
will causethe establishedconnectionin the statetable
lost,which will requiretheclientsto sendtheir requests
againto accesstheservices.

In the future, we would like to port the LVS stuff un-



der the NetFilter framework in kernel 2.3 or 2.4. We
would like to developTCPredirectordaemoninsidethe
kernel,sinceit is performedinsidethekernel,its scala-
bility shouldnot muchbehindthatof IP loadbalancing
techniques,but we will get a lot of �e xibility , we can
parserequestsanddo content-basedscheduling,andwe
can explore higher degreesof fault-tolerance;transac-
tion andlogging process[11] would be tried to addin
theloadbalancersothattheloadbalancercanrestartthe
requestonanotherserverandtheclientneednotsendthe
requestagain. We would alsolike to implementkernel
daemonslike k�ushd to transferconnectionstatefrom
theprimaryloadbalancerto thebackupperiodically, so
that stateof existing connectionswill not be lost when
the primary fails over or takesover. Finally, we would
like to move IP load balancing(andTCP load balanc-
ing) stuff to the Linux ClusterInfrastructureproposed
by StephenTweedieasloadbalancingcomponents.
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