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Abstract

This paperdescribeshe motivation,design jnternalim-
plementatiorof Linux Virtual Sener. Thegoalof Linux
Virtual Sener is to provide a basicframework to build
highly scalableandhighly availablenetwork servicesus-
ing a large clusterof commodityseners. The TCP/IP
stackof Linux kernelis extendedo supporthreelP load
balancingtechniqueswhich canmake parallelservices
of differentkinds of sener clustersto appearas a ser
vice on a single IP address.Scalabilityis achieved by
transparenthyaddingor remaoving a nodein the cluster
and high availability is provided by detectingnode or
daemorfailuresandrecon guring the systemappropri-
ately

1 Intr oduction

With the explosive growth of the Internet, Internet
senersmustcopewith greaterdemandgshanever. The
potentialnumberof clients that a sener must support
hasdramaticallyincreasedsomehot siteshave already
receved hundredsof thousandf simultaneou<lient
connections.With the increasingnumberof usersand
the increasingworkload, companiesoften worry about
how their systemsgrow over time. Furthermorerapid
responseand 24x7 availability are mandatoryrequire-
mentsfor the mission-criticalbusinessapplications,as
sites competefor offering usersthe bestaccessexpe-
rience. Therefore,the requirementdor hardware and
software solutionto supporthighly scalableandhighly
availableservicessanbe summarizedsfollows:

Scalability, whentheloadofferedto theservicein-
creasessystemcanbe scaledto meetthe require-
ment.

24x7 availability , the serviceas a whole mustbe
available24x7,despiteof transienpartialhardware

andsoftwarefailures.

Manageability, althoughthewhole systemmaybe
physicallylarge,it shouldbe easyto manage.

Cost-effectvenessthewhole systenmustbe eco-
nomicalto afford andexpand.

A single sener is usually not sufcient to handlethis
aggressiely increasindoad. The sener upgradingpro-
cessis comple, andthe sener is a single point of fail-
ure. Thehigherendthe seneris upgradedo, themuch
highercostwe haveto pay.

Clustersof seners, connectedby a fast network, are
emenging as a viable architecturefor building highly
scalableand highly available services. This type of
looselycoupledarchitectureés morescalablemorecost-
effective and morereliablethana tightly coupledmul-
tiprocessorsystem. However, a numberof challenges
mustbe addressetb make a clusterof senersfunction
effectively for scalablenetwork services.

Linux Virtual Sener [22] is our solutionto therequire-
ments. Linux Virtual Sener is a softwaretool that di-

rectsnetwork connectiongo multiple senersthatshare
their workload,which canbe usedto build highly scal-
ableandhighly availableservices.Prototypesf Linux

Virtual Sener have alreadybeenusedto build mary

sitesof heary load on the Internet,suchasLinux por-

tal www.linux.com, sourcefoge.netand UK National
JANET Web CacheServices.

Linux Virtual Sener directsnetwork connectiongo the
differentsenersaccordingo schedulingalgorithmsand
malesparallelservicesof the clusterto appearasa vir-
tual serviceon a single IP address.Client applications
interactwith the clusterasif it werea singlesener. The
clients are not affected by interactionwith the cluster
anddo notneedmodi cation. Scalabilityis achievedby
transparenthyaddingor removing a nodein the cluster
High availability is provided by detectingnodeor dae-
monfailuresandrecon guringthesystemappropriately



2 SystemAr chitecture Overview

In this sectiorwe presentisystermarchitecturdor build-
ing highly scalableand highly available network ser
viceson clusters. The three-tierarchitectureof LVS il-
lustratedin Figurel includes:

Load balancer, is the front endto the serviceas
seenby the outsideworld. The load balancerdi-
rectsnetwork connectiondrom clientswho know
asingleIP addresdgor servicesjo a setof seners
thatactuallyperformthework.

Sewver pool, consitsof a clusterof senersthatim-
plementthe autualservicessuchasweb, ftp, mail,
dns,andsoon.

Backend storage providesthe sharedstoragefor
theseners,sothatit is easyfor senersto keepthe
samecontentandprovide the sameservices.
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Figurel: The3-tier Architectureof Linux Virtual Sener

The load balancerhandlesincoming connectionsusing
IP load balancingtechniquesit selectssenersfrom the
sener pool, maintainsthe stateof concurrentconnec-
tions and forwards paclets, and all the work is per
formedinsidethe kernel,sothatthe handlingoverhead
of theload balanceis low. Thereforetheloadbalancer
can handlemuch larger numberof connectionghana
generakener, thusaloadbalancercanschedulealarge

numberof senersandit will not be a bottleneckof the
wholesystemsoon.

Thesenernodesn theabove architecturenayberepli-
catedfor eitherscalabilityor highavailablity. Scalability
is achieved by transparenthaddingor removing a node
in the cluster Whentheloadto the systemsaturateshe
capacityof existing senernodesmoresenernodescan
be addedto handlethe increasingworkload. Sincethe
dependencef mostnetwork servicess oftennot high,
theaggrayateperformancehouldscaldinearly with the
numberof nodesn the systempeforetheloadbalancer
becomes new bottleneckof thesystem.Sincethecom-
modity senersare usedas building blocks, the perfor
mance/costatio of thewhole systemisashigh asthatof
commodityseners.

One of the advantagesof a clusteredsystemis that it
hashardwareandsoftwareredundang. High availabil-
ity canbe provided by detectingnode or daemonfail-
uresandrecon guring the systemappropriatelyso that
theworkloadcanbe taken over by the remainingnodes
in the cluster We usually have cluster monitor dae-
monsrunningon theloadbalanceto monitorthe health
of sener nodes,if a sener nodecannotbe reachedby
ICMP ping or thereis no responsef the servicein the
speci ed period,the monitorwill remove or disablethe
sener in the schedulingtable of the load balancer so
thattheloadbalancewill notscheduleew connections
to the failed oneandthe failure of sener nodescanbe
masled.

Now, the load balancermay becomea single failure
pointof thewholesystem.n orderto preventthefailure
of theloadbalancerwe needsetupa backupof theload
balancerTwo heartbeatlaemonsunontheprimaryand
the backup,they heartbeathe healthmessagehrough
heartbeathannelsuchasserialline andUDP periodi-
cally. Whenthe heartbeatiaemoron the backupcannot
hearthehealthmessagé&om theprimaryin thespeci ed
time, it will useARP spoo ng (gratutiousARP) to take
overthevirtual IP addresgo provide theload-balancing
service. When the primary recovers from its failure,
therearetwo methods Oneis thatthe primarybecomes
to thebackupof thefunctioningloadbalancertheother
is thatthe daemorrecevesthe healthmessagdrom the
primary andreleaseshe virtual IP addressandthe pri-
marywill take overthevirtual IP addressHowever, the
failover or thetakeover of the primarywill causehees-
tablishedconnectionin the statetablelostin the current
implementationwhich will requirethe clientsto send
theirrequestagain.



Thebaclendstorages usuallyprovidedby is distributed
fault-tolerantle systemssuchas GFS[16], Coda[1]

or Intermezzd5]. Thesesystemslsotake careof avail-

ability andscalabilityissueof le systemaccessesThe
sener nodesaccesshedistributed le systemlike alo-

cal le systemHowever, multiple identicalapplications
running on differentsener nodesmay accessa shared
resourceconcurrentlyany con itcing actionby the ap-
plications must be reconciledso that the resourcere-

mainsin a consistentstate. Thus, there needsa dis-

tributedlock manage(internalof thedistributed le sys-
temor external)sothatapplicationdeveloperscaneasily
programto coordinateconcurrenicces®of applications
runningon differentnodes.

3 IP Load Balancing Techniques

Sincethe IP load balancingtechniqueshave goodscal-
ability, we patch the Linux kernel (2.0 and 2.2) to
supportthreeIP load balancingtechniques.VS/NAT,
LVS/TUN and LVS/DR. The box running Linux Vir-
tual Seneractasaloadbalanceof network connections
from clientswho know a singlelP addresgor a service,
to asetof senersthatactuallyperformthework. In gen-
eral, real senersareidential, they run the sameservice
andthey have the sameset of contents. The contents
areeitherreplicatedon eachsener's local disk, shared
onanetwork le system,or senedby a distributed le
system.We call datacommunicatiorbetweera client's
soclet and a sener's soclet connection no matterit
talks TCP or UDP protocol. The following subsections
describethe working principlesof threetechniquesand
their advantagesinddisadwantages.

3.1 Linux Virtual Server via NAT

Dueto the shortageof IP addressn IPv4 andsomese-
curity reasonsmore and more networks use private IP

addressesvhich cannotbe usedon the Internet. The
needfor network addresdranslationariseswhenhosts
in internalnetworkswantto acces®r to beaccessedn

the Internet. Network addresdranslationrelies on the
factthat the headerof pacletscanbe adjustedappro-
priatelysothatclientsbelieve they arecontactingonelP

addresshut senersatdifferentlP addressekelieve they

arecontactedlirectly by theclients. This featurecanbe
usedto build avirtual sener, i.e. parallelservicesatthe
differentIP addressesanappearmsa virtual serviceon

asinglelP address.
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Figure2: Architectureof LVS/NAT

The architectureof Linux Virtual Sener via NAT is il-
lustratedin Figure2. Theloadbalancemlandrealseners
areinterconnectetly aswitchorahuh Thework o w of
LVS/NAT is asfollows: Whena useraccessea virtual
serviceprovided by the sener cluster a requestpaclet
destinedor virtual IP addresgthe IP addresgo accept
requestdor virtual service)arrivesat the load balancer
Theloadbalancerexaminesthe paclet's destinatiorad-
dressandport number if they arematchedor avirtual
serviceaccordingto the virtual sener rule table,a real
seneris selectedrom the clusterby a schedulingalgo-
rithm, and the connectionis addedinto the hashtable
which recordsconnections. Then, the destinationad-
dressandthe port of the packet arerewritten to thoseof
the selectedsener, andthe paclet is forwardedto the
sener. Whenanincomingpacket belongsto an estab-
lished connection,the connectioncan be found in the
hashtableandthepacletwill berewrittenandforwarded
to theright sener. Whenresponseacketscomeback,
the load balancerrewrites the sourceaddressand port
of the pacletsto thoseof the virtual service. Whena
connectiorterminate®r timeoutstheconnectiorrecord
will beremovedin thehashtable.

3.2 Linux Virtual Server via IP Tunneling

IP tunneling(IP encapsulationis atechniqueto encap-
sulateIP datagramwithin IP datagram,which allows
datagramslestinedor onelP addres$o bewrappedand
redirectedo anotherlP address This techniquecanbe
usedto build a virtual sener thatthe load balancertun-



nelsthe requespacletsto the differentseners,andthe
senersprocesgherequestandreturntheresultsto the
clientsdirectly, thusthe servicecanstill appeamsavir-
tual serviceon asinglelP address.

Figure3: Architectureof LVS/TUN

The architectureof Linux Virtual Sener via IP tunnel-
ing is illustratedin Figure3. Thereal senerscanhave
ary reallP addressn ary network, andthey canbegeo-
graphicallydistributed,but they mustsupportiP tunnel-
ing protocolandthey all have oneof theirtunneldevices
con guredwith VIP.

The work ow of LVS/TUN is the same as that of

LVS/NAT. In LVS/TUN, theload balanceencapsulates

thepaclketwithin anlP datagranandforwardsit to ady-
namicallyselectedsener. Whenthe sener recevesthe
encapsulatedaclet,it decapsulatethe paclketand nds
theinsidepacletis destinedor VIP thatis onits tunnel
device, soit processetherequestandreturnsthe result
to the userdirectly.

3.3 Linux Virtual Server via DirectRouting

ThisIP loadbalancingapproachs similarto theoneim-
plementedn IBM' s NetDispatcherThe architectureof
LVS/DRisillustratedin Figure4. Theloadbalanceand
the real senersmusthave one of their interfacesphys-
ically linked by anuninterruptedsegmentof LAN such
asa HUB/Switch. The virtual IP addresss sharedby
realsenersandtheloadbalancer All realsenershave
their loopbackaliasinterfacecon guredwith thevirtual

IP addressandthe load balancermasan interfacecon-
gured with the virtual IP addresgo acceptincoming
paclets.

Figure4: Architectureof LVS/DR

The work ow of LVS/DR is the same as that of
LVS/NAT or LVS/TUN. In LVS/DR, the load balancer
directly routesa paclet to the selectedsener, i.e. the
load balancersimply changegshe MAC addres®f data
frame to that of the sener and retransmitsit on the
LAN. Whenthe sener recevesthe forwardedpaclet,
the sener nds thatthe pacletis for the addreson its
loopbackalias interface and processeshe request, -
nally returnsthe resultdirectly to the user Note that
real seners' interfacesthat are con gured with virtual
IP addresshouldnotdo ARP responseptherwisethere
would be a collision if the interfaceto acceptincoming
traf ¢ for VIP andtheinterfacesf realsenersarein the
samenetwork.

Table 1: the comparisonof LVS/NAT, LVS/TUN and
LVS/DR

LVS/NAT LVS/TUN LVS/DR
Sener ary tunneling | non-arpdev
sener network private LAN/WAN LAN
senernumber | low (10720) | high(100) | high(100)
senergatavay | loadbalancer| ownrouter | own router

3.4 Advantagesand Disadvantages

Thecharacteristicsf threelP loadbalancingechniques
aresummarizedn Table1.




Linux Virtual Sewver via NAT

In LVS/NAT, realsenerscanrunary operatingsys-
temthatsupportsT CP/IPprotocol,andonly onelP
addresss neededor theload balancerandprivate
IP addressesanbe usedfor realseners.

Thedisadwantagés thatthescalabilityof LVS/NAT
is limited. The load balancemay be a bottleneck
of the whole systemwhen the numberof sener
nodesincreaseo around20 which depend®on the
throughoutof seners,becausdothrequestandre-
sponseaclketsneedto berewritten by theloadbal-
ancer Supposinghe averagelengthof TCP pack-
etsis 536 Bytes and the averagedelay of rewrit-
ing a pacletis around60uson the Pentiumproces-
sor (this canbe reduceda little by usingof faster
processor) the maximum throughoutof the load
balanceris 8.93 Mbytes/s. The load balancercan
schedulel5 senersif the averagethroughoutof
realsenersis 600KBytes/s.

Linux Virtual Sewer via IP tunneling

For most Internetservices(suchas web service)
that requestpaclets are often short and response
paclets usually carry large amount of data, a
LVS/TUN load balancermay scheduleover 100
generalreal senersandit won't be the bottleneck
of the system,becauseahe load balancerjust di-
rectsrequestgo the senersandthe senersreply
theclientsdirectly. Therefore LVS/TUN hasgood
scalability LVS/TUN canbe usedto build a vir-
tual sener thattakeshugeload, extremelygoodto
build avirtual proxy senerbecause@hentheproxy
senersreceve requeststhey canaccesshe Inter-
netdirectly to fetch objectsandreturnthemto the
clientsdirectly.

However, LVS/TUN requiresseners support IP

Tunnelingprotocol. This featurehasbeentested
with senersrunningLinux. Sincethe IP tunnel-
ing protocolis becominga standaraf all operating
systems|VS/TUN shouldbe applicableto seners
runningotheroperatingsystems.

Linux Virtual Sewer via DirectRouting

LikeLVS/TUN, aLVS/DRloadbalanceprocesses
only the client-to-serer half of a connection,and
the responsepaclets canfollow separatenetwork
routesto the clients. This cangreatlyincreasethe
scalabilityof virtual sener.

Comparedo LVS/TUN, LVS/DRdoesnt havetun-
neling overhead, but it requiresthe sener OS has
loopbackalias interface that doesnt do ARP re-
sponsethe load balancerand eachsener mustbe

directly connectedo oneanotherby a singleunin-
terruptedsegmentof alocal-areanetwork.

3.5 Implemention Issues

Thesystenmimplementatiorof Linux Virtual Senerisil-
lustratedn Figure5. The“VS Schedul& ControlMod-
ule” isthemainmoduleof LVS, it hookstwo placesatIP
paclettraversinginsidekernelin orderto grab/revrite IP
pacletsto supportiP loadbalancing.t looksupthe“VS
Rules” hashtablefor new connectionsand checksthe
“ConnectionHash Table” for establishecconnections.
The “IPVSADM” userspaceprogramis to administra-
tor virtual seners, it usessetsockpt functionto modify
the virtual sener rulesinside the kernel, and readthe
virtual senerrulesthrough/proc le system.

Figure5: Implementatiorof LVS

The connectionhash table is designedto hold mil-
lions of concurrentconnections,and eachconnection
entry only occupiesl28 byteseffective memoryin the
load balancer For example, a load balancerof 256
Mbytes free memory can have two million concurrent
connections. The hashtable size can be adaptedby
usersaccordingto their applications,and the client

is usedas hashkey so that
hashcollision is very low. Slow timer is ticked every
secondo collectstaleconnections.

LVS implementsICMP handling for virtual services.
TheincomingICMP pacletsfor virtual serviceswill be

forwardedto the right real seners,andoutgoinglCMP

pacletsfrom virtual serviceswill bealteredandsentout

correctly This is importantfor error and control noti-

cation betweenclients and seners, suchasthe patch
MTU discovery.

LVS implementsthree IP load balancingtechniques.



They can be usedfor different kinds of sener clus-
ters, and they can also be usedtogetherin a single
cluster for example, paclets are forwardedto some
senersthroughLVS/NAT method somesenersthrough
LVS/DR, and some geographicallydistributed seners
throughLVS/TUN.

4 ConnectionScheduling

We have implementedfour schedulingalgorithmsfor

selecting seners from the cluster for new connec-
tions: Round-Robin, Weighted Round-Robin, Least-
Connectionand WeightedLeast-Connection.The rst

two algorithmsare self-explanatory becausehey don't
have ary load information aboutthe seners. The last
two algorithmscountactive connectiomumbetrfor each
senerandestimateheir loadbasednthoseconnection
numbers.

4.1 Round-Robin Scheduling

Round-robinschedulingalgorithm directsthe network
connectiongo the differentsenersin the round-robin
manner It treatsall real senersasequalsregardlessof
numberof connection®or responsdime. Althoughthe
round-robinDNS worksin this way, therearequite dif-
ferent. Theround-robinDNS resohesthesingledomain
to the differentIP addresseghe schedulinggranularity
is perhost,andthecachingof DNS hinderthealgorithm
take effect, which will leadto signi cant dynamicload
imbalanceamongtherealseners. The schedulingyran-
ularity of virtual seneris perconnectionandit is more
superiorto the round-robinDNS dueto ne scheduling
granularity

4.2 WeightedRound-Robin Scheduling

The weightedround-robinschedulingcantreatthe real
seners of differentprocessingcapacities. Eachsener
can be assigneda weight, an integer that indicatesits
processingapacity the default weightis 1. The WRR
schedulingvorksasfollows:

Assuming that there is a list of real seners
,anindex is thelastselectedsener
is currentweight. The variable
and is initialized to zero. If all

in , thevariable
is initialized to

, thereareno availableseners,all the con-
nectionfor virtual sener aredropped.

while (1) {
i =(@( + 1) mod n;
if (i ==0) {
cw = cw - 1;
if (cw <= 0) {
set cw the maximum weight of S;
if (cw == 0) return  NULL;
}

it (W(Si) >= cw) return Si

In the WRR schedulingall senerswith higherweights
receves new connectionsrst and get more connec-
tionsthansenerswith lowerweights,senerswith equal
weightsget an eaqualdistribution of new connections.
For example, the real seners A,B,C have the weights
4,3,2respectiely, thenthe schedulingsequenceanbe
AABABCABC in a schedulingperiod (mod sum(W)).
TheWRRis ef cient to scheduleequesthbut it maystill
leadto dynamicload imbalanceamongthe real seners
if theloadof requestvary highly.

4.3 Least-ConnectionScheduling

The least-connectiorschedulingalgorithm directs net-
work connectiongo the sener with the leastnumberof
active connections.This is one of dynamicscheduling
algorithms becausét needgo countactive connections
for eachsener dynamically At a virtual sener where
thereis a collectionof senerswith similar performance,
theleast-connectioschedulings goodto smoothdistri-
bution whenthe load of requestwary a lot, becausall
long requestsvill notbedirectedto asinglesener.

At a rst look, the least-connectioschedulingcanalso
performwell evenif senersare of variousprocessing
capacitiespecausehe fastersener will get more net-
work connections.In fact, it cannotperformvery well
becauseof the TCP's TIME _WAIT state. The TCP's
TIME _WAIT is usually2 minutes,in which abusyweb
siteoftengetthousandsf connectionsFor example the
sener A is twice aspowerful asthe sener B, the sener
A hasprocessedhousandf requestsand kept them
in the TCP's TIME _WAIT state,but but the senerB is
slow to getits thousandef connectionsnished andstill
receves newv connections. Thus, the least-connection
schedulingcannotgetloadwell balancecamongseners
with variousprocessingapacities.



4.4 WeightedLeast-ConnectionScheduling

The weightedleast-connectiorschedulingis a super
setof the least-connectioscheduling,in which a per
formanceweight can be assignedo eachsener. The
senerswith a higherweightvaluewill receve a larger
percentagef active connectionsat any time. The vir-
tual seneradministratocanassigraweightto eachreal
sener, and network connectionsare scheduledo each
senerin which the percentagef the currentnumberof
active connectiongor eachseneris aratioto its weight.

Theweightedeast-connectionschedulingvorksasfol-
lows: supposinghereis n realseners,eachseneri has
weight  (i=1,..,n)andactive connections (i=1,..,n),
all connectiomumberSis thesumof  (i=1,..,n),the
network connectionwill be directedto the senerj, in
which

(i=1,...n)

Sincethe Sis aconstanin this lookup,thereis no need
todivide by S,it canbeoptimizedas

(i=1,..,n)

Sincethereis no oats in Linux kernelmode,the com-
parisonof is changedo
becausall weightsarelargerthanzero.

4.5 ConnectionAf nity

Up to now, we have assumedhateachnetwork connec-
tion is independenbf every other connection,so that
eachconnectioncan be assignedo a sener indepen-
dently of ary past,presenbr future assignmentsHow-

ever, therearetimesthattwo connectiongrom thesame
client must be assignedto the samesener either for

functionalor for performanceeasons.

FTPis anexamplefor afunctionalrequiremenfor con-
nectionafnity . The client establishgwo connections
to the sener, oneis a control connection(port 21) to
exchangecommandnformation,the otheris a datacon-
nection(usuallyport20)to transferbulk data.For active
FTPR theclientinformsthe sener the port thatit listens
to, the dataconnectionis initiated by the sener from
the sener's port 20 to the client's port. Linux Virtual

Sener could examinethe packet coming from clients
for the port that client listensto, and createary entry
in the hashtable for the coming dataconnection. But
for passve FTR thesenertellstheclientsthe portthatit
listensto, the client initiatesthe dataconnectiorto that
port of the sener. For the LVS/TUN andthe LVS/DR,
Linux Virtual Sener is only on the client-to-serer half
connectionsoit is imposssibldor Linux Virtual Sener
to get the port from the paclet that goesto the client
directly.

SSL (SecureSoclet Layer) is an example of a proto-
col that hasconnectionaf nity betweena client anda
sener for performanceaeasons.Whena SSL connec-
tion is made,port 443 for securéWeb senersandport

465for securemail sener, akey for theconnectiommust
be choserandexchangedSinceit is time-consumingdo

negociateandgeneratehe SSL key, thesuccessie con-
nectionsfrom the sameclient canalsobegrantedby the
senerin thelife spanof the SSL key.

Our currentsolutionto client af nity is to add persis-
tentport handling. Whena client rst accessethe ser
vice marked persistentthe load balancerwill createa
connectiortemplatebetweerthegivenclientandthese-
lectedsener, thencreatean entry for the connectionin
the hashtable. The templateexpiresin a con gurable
time,andthetemplatevon't expireif it hasits controlled
connections.Before the templateexpires, the connec-
tions for ary port from the client will sendto the right
seneraccordingo thetemplate Althoughthepersistent
portmay causeslightloadimbalanceamongsenersbe-
causeits schedulinggranularityis perhost,it is a good
solutionto connectioraf nity .

5 Cluster Management

Clustermanagemenis a seriousconcernfor LVS sys-
tems of mary nodes. First, the cluster management
shouldmale it easierfor systemadministratorgo setup
andmanagehe clusters suchasaddingmoremachines
earlier to improve the throughputand replacingthem
whenthey break.Secondthe managemergoftwarecan
provide self-con gurationwith respecto differentload
distribution and self-healwith node/servicdailure and
recovery. We presentsomerepresentatie solutionsof
clustermanagementor LVS, de nitely theremustbe
lots of othersolutions.



5.1 Piranha

Piranha[20] is the clusteringproductsfrom Red Hat
Inc., whichis shippedn RedHat Linux 6.1 distribution
or later. Piranhaincludesthe LVS kernelpatch,cluster
monitordaemonandGUI administratve tools.

The nanny daemonis to monitor sener nodesandthe
correspondingervicedn the cluster andthepulsedae-
monis to controlthe nanry daemonsndhandlefailover
betweentwo load balancers. The pulsedaemonforks
onenanry daemorfor eachrealsener. Whenthenanry
daemoncannotreceve the responsefrom the sener
node and the servicein the speci ed time, it will re-
move the sener from the schedulingablein the kernel.
The nanry daemonalso adaptssener weight with re-
spectto senernodesn orderto avoid theseneris over-
loaded. Whenthe nanry nds the senerloadis higher
thannormalvalue,it will decreasé¢he senerweightin
theschedulingablein the kernel,sothatthe sener will

receve lessconnectionsyice versa.

5.2 lvs-gui+ heartbeat + Idir ectord

The Ivs-gui [13] enablesthe con guration of seners
running The LVS kernel patches,at this stagelvs-gui

only supportshe con gurationof LVS/DR. The“heart-

beat”[17] provides heartbeatgperiodicalcommunica-
tion) amongsener nodes. The “Idirectord” written by

JacobRief is a daemonto monitor and administerreal

senersin aclusterof loadbalancedsirtual seners.

Thesenerfailoveris handledasfollows: Theldirectord
daemonis runningon theload balancerandoneldirec-
tord daemormonitorsall therealsenersof avirtual ser
vice ataregularintenval. If arealsenerfails, it will be
removed from thatlist, andit will be addedbackif the
Senerrecovers.

The load balanceffailover is processeasfollows: the

heartbeatiaemonsunonboththeprimaryloadbalancer
andthe backup,they heartbeathe messageachother

throughthe UDP and/orserialline periodically When

theheartbeatlaemorof thebackupcannothearthemes-
sagefrom the primary in the speci ed time, it will ac-

tivate the fake [12] to take over the virtual IP address
to provide the load-balancingservice;whenit receves

themessagérom theprimarylater, it will deactvatethe

fake to releasethe virtual IP addressand the primary

will take overthevirtual IP address.

5.3 mon + heartbeat

The “mon” [19] is a general-purposeesourcemoni-

toring system,which can be extendedto monitor net-
work serviceavailability and sener nodes. The mon
service modules such as fping.monitor, http.monitor
Idap.monitorand so on can be usedto monitor ser

vices on the real seners. An alert was written to re-

move/addanentryin the schedulingablewhile detect-
ing the sener nodeor daemonis down/up. Therefore,
the load balancercan automaticallymaskservicedae-
monsor senersfailure and put theminto servicewhen
they areback. The heartbeats usedto handlefailover
betweertwo loadbalancergoo.

6 Alternative Approaches

In theclient/sererapplicationspneendis theclient,the
otherendis the sener, andtheremaybe a proxy in the
middle. Basedonthis scenariowe canseethatthereare
mary waysto dispatchrequestsgo a clusterof senersin
the differentlevels. Existing requestdispatchingtech-
niguescanbeclassi edinto thefollowing cateyories:

The client-sideapproach

Berkeley's SmartClient [21] suggestshatthe ser
vice provide an appletrunning at the client side.
The appletmakesrequestgo the clusterof seners
to collectload information of all the seners,then
choosesa sener basedon that information and
forwardsrequestgo that sener. The applettries
other seners when it nds the chosensener is
down. However, theseclient-sideapproachesre
notclient-transparenthey requiresmodi cation of
client applicationssothey cannotbe appliedto all
TCP/IP services. Moreover, they will potentially
increasenetwork traf ¢ by extra queryingor prob-

ing.
The server-side Round-Robin DNS approach

TheNCSAscalablevebseneris the rst prototype
of a scalableweb sener using the Round-Robin
DNS approach[14, 15, 6]. The RRDNS sener
mapsa single nameto the different IP addresses
in around-robinmanneisothatthedifferentclients
will accesghe differentsenersin the clusterfor
the ideal situationand load is distributed among
the seners. However, dueto the cachingnatureof
clientsandhierarchicaDNS systemi|t easilyleads



to dynamicloadimbalanceamongthe seners,thus
it is not easyfor a sener to handleits peakload.
The TTL(Time To Live) valueof a namemapping
cannotbewell choserat RR-DNS,with smallval-
uestheRR-DNSwill beabottleneckandwith high
valuesthe dynamicload imbalancewill get even
worse. Eventhe TTL valueis setwith zero, the
schedulinggranularityis per host, different client
accespatternrmayleadto dynamicloadimbalance,
becaussomeclients(suchasa proxy sener) may
pull lots of pagedrom thesite,andothersmayjust
surfafew pagesandleave. Futhermoreit is notso
reliable,whena sener nodefails, the clientswho
mapsthenameto thelP addreswvill nd thesener
is down, andthe problemstill exists evenif they
press'reload” or "refresh” buttonin the browsers.

The sewer-side application-level schedulingap-
proach

EDDIE[7], Reverse-proxy18] andSWEB[4] use
the application-leel schedulingapproachto build
a scalablewebsener. They all forwardHTTP re-
gueststo differentweb senersin the cluster then
gettheresultsand nally returnthemto theclients.
However, this approachrequiresto establishtwo
TCP connectiondor eachrequestoneis between
the client and the load balancer the otheris be-
tweenthe load balancerand the sener, the delay
is high. The overheadof dealingHTTP requests
andrepliesin the application-leel is high. Thus
the application-leel load balancerwill be a new
bottlenecksoonwhenthe numberof sener nodes
increases.

The sewver-side|P-level schedulingapproaches

Berkeley's MagicRouter [3] and Ciscos Lo-
calDirector[2] usethe Network AddressTransla-
tion approactsimilar to the NAT approachusedin
Linux Virtual Sener. However, the MagicRouter
doesnt surviveto beausefulsystentfor others the
LocalDirectoris too expensve, andthey only sup-
port partof TCP protocol.

IBM's TCP router [9] usesthe modi ed Network
AddressTranslatiorapproacho build scalableveb
seneron IBM scalableParallel SP-2system.The
TCP routerchangeghe destinationaddressf the
requespaclketsandforwardsthechosersener, that
sener is modi ed to put the TCP router address
insteadof its own addressas the sourceaddress
in the reply paclets. The advantageof the modi-
ed approachs thatthe TCP routeravoids rewrit-
ing of the reply paclets, the disadwantageis that
it requiresmodi cation of the kernel codeof ev-
ery sener in the cluster NetDispatchef10Q] , the

successoof TCProuter, directly forwardspackets
to senersthatis con gured with routeraddressn
nonarp-eportedinterfaces.The approachsimilar
to the LVS/DR in Linux Virtual Sener, hasgood
scalability but NetDispatcheiis a very expensie
commerciaproduct.

ONE-IP[8] requireshatall senershave their own
IP addressef a network andthey areall con g-
uredwith the samerouteraddresson the IP alias
interfaces. Two dispatchingtechniquesare used,
one is basedon a central dispatcherrouting IP
pacletsto differentseners, the otheris basedon
pacletbroadcastingndlocal Itering. Theadwan-
tageis that the rewriting of responsepaclets can
be avoided. The disadwantageis thatit cannotbe
appliedto all operatingsystemsecausesomeop-
eratingsystemswill shutdavn the network inter-
facewhen detectinglP addresscollision, and the
local Itering alsorequiresmodi cation of theker
nel codeof sener.

7 Conclusionsand Futur e Work

Linux Virtual Sener extendsthe TCP/IPstackof Linux
kernel (2.0 and 2.2) to supportthree IP load balanc-
ing techniquesl.VS/NAT, LVS/TUN andLVS/DR.Cur
rently, four schedulingalgorithmshave beendeveloped
to meetdifferent applicationsituations. Scalability is
achievedby transparenthaddingor removing a nodein
the cluster High availability is provided by detecting
node or daemonfailuresand recon guring the system
appropriately The solutionsrequireno modi cation to
eitherthe clientsor the seners,andthey supportmost
of TCP and UDP services.Linux Virtual Sener is de-
signedfor handlingmillions of concurrenttonnections.
With mary opensourcedevelopmenefforts, LVS-based
systemsare becomingeasyto use. Prototypesof LVS
have alreadybeenusedto build highly loadedreal-life
Internetsites.

Limitations of currentLVS are asfollows. SincelLVS
just supportinglP load balancingtechniquesit cannot
do content-basedchedulingo differentseners,but re-
quiresthatsenersprovidethesameservicesothatnew
connectionganbe assignedo ary sener. Thefailover
or takeover of the primary load balancerto the backup
will causethe establishedconnectionin the statetable
lost, whichwill requirethe clientsto sendtheir requests
againto accessheservices.

In the future, we would like to port the LVS stuff un-



der the NetFilter framework in kernel 2.3 or 2.4. We

would like to develop TCPredirectordaemorinsidethe

kernel,sinceit is performedinsidethe kernel, its scala-
bility shouldnot muchbehindthatof IP load balancing
techniqueshut we will geta lot of e xibility, we can
parserequestanddo content-basedchedulingandwe

can explore higher deggreesof fault-tolerancetransac-
tion andlogging procesq11] would be tried to addin

theloadbalancesothattheloadbalanceccanrestartthe

requesbnanothesenerandtheclientneednotsendthe

requestagain. We would alsolike to implementkernel
daemondike k ushd to transferconnectionstatefrom

the primaryload balancetto the backupperiodically so

that stateof existing connectionswill not be lost when
the primary fails over or takesover. Finally, we would

like to move IP load balancing(and TCP load balanc-
ing) stuff to the Linux ClusterInfrastructureproposed
by Stephenmweedieasloadbalancingcomponents.
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